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Role Profile


	Job title:
	Azure Cloud Engineer – M365 & PowerApps
	Level:
	3

	Reports to:
	Infrastructure Manager
	Location:
	Flexible

	Why does this role exist?

	The Azure Cloud Engineer will contribute towards the development, deployment and support of the ongoing programme of inhouse low-code PowerApps across multiple business functions. The successful candidate will be responsible for the continued management and support of associated Azure Platforms and technologies.

The engineer will be responsible for the support and deployment of Azure Infrastructure components and will have demonstrable experience in designing, building and deploying solutions using a variety of technologies, including Power Platform (Power Apps, Power Automate, PowerBI), using technology such as PowerShell and Azure DevOps, paired with good knowledge of the M365 portfolio.

The Azure Cloud Engineer will use their technical knowledge to maintain and monitor the underlying platform, ensuring it remains performant and available in line with business requirements, suggesting improvements and contributing towards project delivery. Forming strong working relationships with the development, product, and other support teams, and able to gather requirements, forming technical solutions and documenting knowledge articles and processes.


	Core elements of the role:

	Leadership elements of the role
· Be part of the Azure SME team, feeding into the cloud governance model and defining future ways of working within our Azure platform
· Design, build and deploy required infrastructure components into Azure
· Help define and evolve the CI/CD pipeline
· Support the underpinning technical infrastructure and integration between Azure components and Microsoft 365 service
· Deploy and scale platforms as required to defined policies and modern best practice
· Support the continual improvement of services, keeping pace with the evergreen product set 
· Support the ongoing maturity of the cloud platform, driving automation and an agile “as code” approach
· Ensure our cloud platforms are maintained and monitored and, remain complaint and adhere to our security policies and standards
· Interface with the business, building strong relationships to ensure that translate business requirements into technical solutions that align to the Cloud roadmap
· Ensure that all platforms remain performant in line with business requirements and have enough capacity to deliver the underlying service now and for the future.
· Perform adequate DR and Failover tests in line with the business RPO and RTO Facilitate the delivery of project work according to business need .
· Highlight opportunities to improve/evolve technology platforms to the benefit of the business.
· Assist with testing and validation of changes and/or deployments where necessary.
· Thoroughly document implementations, via technical documentation and run-books.
· Possess a firm understanding of the offerings and capabilities within Microsoft Azure and Microsoft 365 platforms.
· Possess a solid understanding and have experience with system automation platforms and technologies.
· Take proactive steps to up skill on areas of infrastructure where lacking knowledge to support other team members and share knowledge.
· Troubleshooting and diagnosing the root cause of errors within NHSPS Azure Environments
· Work closely with 3rd party vendors to implement fixes, updates and enhancements for our various applications and ensure the Change Management process is strictly followed.
· Upskill and training other Team members to support all applications to ensure coverage of the systems by multiple personnel, and so there is not a single point of failure. 
· Working closely with Product Specialists, business stakeholders, Developers, and 3rd party vendors in a property management environment. 
· Assist with the delivery of the Strategic goals across Technology Services.
· Work on Ad-Hoc projects as required.
· Maintain an in-depth knowledge of NHS PS applications and environments, provides expert advice regarding their area of focus. 
· Look to proactively identify process and system improvements to benefit NHS PS
· Trend recurring incidents and provide suitable long-term solutions (‘problem’ management)
· Able to demonstrate Incident and Problem Management and root cause analysis.
· Contributes to creation of support documentation, to enable “shift-left”.
· Proactively looks for improvement areas as part of continuous improvement process.
· Act as a technical liaison with vendors as required, to resolve issues and implement changes.
· Provide on-call support when required and, requested.
· Attend the Change Advisory Board (CAB), discuss and approve changes and present application changes as required.
· Provide technical expertise of the applications to junior members of the team.
· Document and track case histories, issues, and actionable steps taken using IT Service Management Tool.
· Develop implementation plans for complex requests for change.

	What helps people succeed in this role?

	Experience
	Capabilities (skills/behaviours)

	· Infrastructure as Code (IaC) experience - scripting and automation via AZ CLI/PowerShell, Bash, Terraform, JSON templates
· Knowledge or experience with CI/CD tools, preferably Azure DevOps, and Agile/Scrum delivery methodology.
· Proven experience with Security Architect and/or Engineering.
· Proven experience with Azure and Microsoft 365 & Power Platform.
· Comfortable with a range of data sources and structures such as APIs, SQL/ RDBMS, Blob Storage, Data Lake, Synapse etc.
· Experience with enterprise applications (architecture, development, support, and troubleshooting).
· Proficiency in scripting programming languages such as PowerShell, Terraform, YAML
· Experience and exposure to threat modelling and design reviews to assess security implications and requirements for introduction of new technologies.
· Experience with enterprise architecture and working as part of a cross-functional team to implement solutions.
	· Excellent communication at all levels, both written and oral
· Natural problem-solving skills with a pragmatic approach to achieving goals
· In depth experience of incident, request, change and problem management
· Analytical thinking to acquire an understanding of a problem or solution.
· Attention to detail, by applying quality standards to all tasks undertaken and ensuring that nothing is overlooked.
· High level of customer focus
· Ability to prioritise work loads and manage expectations under pressure. 
· Ability to work with business stakeholders and 3rd party suppliers to resolve issues.
· 

	Knowledge
	Qualifications

	· Active Directory and Entra ID
· Azure App Service Plans
· Azure Function Apps
· Azure Logic Apps
· Azure Storage
· Azure Database Services (PaaS and IaaS)
· Microsoft Graph
· Microsoft Power Platform
· ITSM Tools
· Microsoft 365 application stack
· SQL Server Administration 
· Exchange Server Services
· Microsoft SharePoint administration
· Microsoft Teams administration
· Windows Server
	· Industry Recognised Computing qualifications 
· ITIL v3/v4 Foundation 
· Azure / Database Certification
· Microsoft Certification
· Power Platform Certification

	Other information (travel, hours, personal characteristics)


· Interpersonal and leadership skills
· Emotional intelligence – self-awareness, confidence, ability to manage conflict and empathise. 
· Determined ‘can-do’ attitude. 
· Positive outlook and open to change
· Working in isolation 
· Ability to communicate and influence
· Deliver to standards
· Focused, Pragmatic, flexible adaptive approach
· Self-starter / quick learner
· Attention to detail
· Good time keeping
· Customer / Service Management bias
· Analytical trouble-shooter
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